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Identity Confidence Score (ICS)

• There	have	been	various	cases	of	questionable	authorship	
and	fraudulent	peer	review	in	the	news	the	past	few	years.

• Editors	need	a	way	to	feel	confident	that	Authors	and	
Reviewers	are	who	they	say	they	are	– actual	real	people!

• SOLUTION:	EM	generates	a	'confidence	score'	for	
corresponding/contributing	Authors	and	suggested	
Reviewers,	based	on	factors	such	as	ORCID,	Ringgold	
institution,	country	selection,	email	verification,	and	other	
sources.



ICS Indicators – Displayed for Author names in 12 Editor folders

No	Score

Pass	

Alert

High	Alert

Editor	Override	



ICS - Automatic Triggers

• New or revised submission received by publication
• Author, Editor or Publisher edits the submission metadata 
• Co-Author information is updated 
• Co-Author confirms authorship (Co-Author Verification)
• Submission transferred in from another publication
• “On the fly” – Authorized Editor can initiate the ICC 

manually



ICS Indicators – Displayed on Details and Search Submissions



ICS Indicators – Displayed on Authors Details (All Authors)



ICS Indicators – Displayed when searching for 
Reviewers suggested by Author



ICS – Editor can calculate score dynamically









ICS Scorecard Example – Overall score is ‘Pass’



ICS Scorecard Example – Overall score is ‘High Alert’



ICS Override indicates trust, despite the personal information 
supplied 



ICS Information available in EAR and Custom Report 
(Authors and Submissions View)



ICS Information available in EAR and Custom Report 
(Authors and Submissions View)



ICS – Highly Configurable!

• PolicyManager >>	
Configure	Identity	
Confidence	Check



ICS Configuration (PolicyManager) 



• Pass/Alert/High	Alert	
categories

• Domains	not	listed	are	
ignored	in	the	score

• Can	use	wildcards	
• For	example,	yahoo.co*	

includes	the	following	
domains:	yahoo.com,	
yahoo.co.jp,	yahoo.co.fr,	etc.	

• Entry	of	*.ac.*	includes	
academic	institution	domains	
in	many	countries.	

ICS – Email Domain Exceptions



• INN	must	be	enabled	
(institutions	are	associated	
with	Ringgold	ID)

• Institutions	with	Ringgold	ID	
=	Pass

• Institutions	without	
Ringgold	ID	=	Alert	or	High	
Alert

ICS – Institution Exceptions



• All	countries	=	Pass	by	
default

• Can	move	one	or	more	
countries	to	Alert	or	High	
Alert

ICS – Country/Region Exceptions



• 4	criteria	are	
examined

• Customizable	
thresholds

• ‘Always	trust	Editors’	
option	supersedes	
other	EM	Activity	
criteria

ICS – EM Activity Exceptions



• Checks	for	presence	of	
authenticated	ORCID	
iD in	EM

• May	add	additional	
ORCID	criteria	in	
future

ICS – ORCID Activity



• New	permission:	View	
Identity	Confidence	
Check	Results

ICS – Editor RoleManager



• Do	you	think	this	feature	looks	useful?
• What	other	criteria	might	you	want	to	see	in	future?

ICS Discussion



Detailed People Notes

Currently in EM 



Detailed People Notes - Highlights

• In	EM	since	version	12.1	
• Authorized	Editors	can	enter	notes	about	an	individual
• Captures	historical	record	of	each	note	entered,	who	
entered	it,	when	it	was	entered,	etc.	

• Notes	can	be	shared	across	publications	in	a	portal-
linked	(IJRS)	journal	group

• Individual	entries	deleted	are	permanently	deleted	
(across	all	sites	in	a	portal-linked	group)



Can be entered on Proxy Registration



Displayed on Search People – Update Information page

• This	example	
is	Editor	with	
permission	
to	View	and	
Edit	Detailed	
People	Notes



• This	example	is	
Editor	with	
permission	to	View	
only

Displayed on Search People – Update Information page



View/Print All Detailed People Notes



Displayed on People Information Page



Searchable – Reviewer Search 



Displayed in Reviewer Search Results 

• Displayed	in	results	
for	all	Reviewer	
search	modes

• Detailed People 
Notes are read-only 
for all Editors in 
Reviewer Search 
mode

• Collapsed by default



Searchable – Search People and Search for Authors 



Primary Use Cases
• Search to find the best suitable Reviewers for the submission

• Even	more	useful	of	portal-linked	journals	use	the	same/similar	
terminology	to	allow	for	more	thorough	search	results

• Search	to	find	the	most	relevant	Authors	to	invite

• How does your journal use Detailed People Notes?



Configuration - Editor RoleManager Permissions

• 4	permissions	govern	access
• View	Detailed	People	Notes
• Manage	Detailed	People	

Notes
• View	Portal-Shared	Detailed	

People	Notes
• Manage	Portal-Shared	

Detailed	People	Notes



Configuration - Share Notes Across Journals



Extend Additional People Details 
(APDs) Functionality

- Use APDs as Registration Questions
- Conceal APDs from certain Editor roles
- Display APDs on additional pages

Coming in 16.0 and Subject to Change!



• Currently,	Registration 
Questions or Statements can 
appear whenever a new user 
registers or when an existing 
user logs into the system. 

• Registration 
Question/Statement 
responses are a single 
checkbox, where the user 
either ticks or does not tick 
the box

• For GDPR the user is required 
to tick the box, but other 
custom questions may be 
optional or required

Current Functionality: Registration Questions



• Only	available	to	Editors	via	
Search	People	– Update	
Information	page

• Limited	use	because	users	cannot	
supply	this	information	
themselves

Current Functionality: APDs



• Customers	want	to	ask	
more	complex	questions	
during	the	registration	
process,	and	collect	more	
information	for	new	users	
in	general

• This	is	achieved	by	
enhancing	Additional	
People	Details	(APD)	
functionality	and	
integrating	it	with	Custom	
Registration	Questions

NEW: Use APDs as Registration Questions!



• Shown	if	configured	to	
display	(on	Edit	Additional	
People	Detail	page)

• Response	is	also	editable	if	
configured	to	be

Displayed on Search People – Update Information



• Required	Registration	
Questions	(e.g.	GDPR	
acknowledgment	
checkbox)	remain	
uneditable

• Optional	APD	Registration	
Questions	are	shown	if	
configured	to	display	(on	
Edit	Additional	People	
Detail	page)

• Response	is	also	editable	if	
configured	to	be

Also Displayed on Update My Information Page



Extended Configuration Options for APDs



• Deep	functionality	to	help	you:
• Be	confident	that	an	Author	or	Reviewer	is	who	they	say	

they	are,	and	reduce	the	chance	of	a	fraudulent	submission	
or	review

• Maintain	and	share	across	journals	a	complete	history	of	
detailed	people	notes	about	a	user	to	help	guide	their	
involvement	with	your	publication	going	forward

• Present	users	with	questions	at	registration	to	capture	and	
store	useful,	relevant,	nuanced	information	from	them	that	
can	be	modified	and	kept	up	to	date

Recap




